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Definitive Guide to

Jamf and Cisco
In the Enterprise

Cisco connects and secures end users to the networks and resources they
need to succeed, regardless of where they are. Network infrastructure,
security tools and end-user applications work together to establish a secure
environment and support your organization. And in a world that is increasingly
dispersed and reliant on mobile users and networks, having tools that secure
networks and solutions that support productivity, collaboration and employee

satisfaction is essential.

As the dominant player in the enterprise network world, it’s entirely possible
that Cisco is already your organization’s go-to solution. Or perhaps you

just started searching for the best technology stack for your Apple-focused
organization. Regardless of where your organization falls in respect to its
network systems, we’re here to explain how Jamf and Cisco integrate and
provide best-of-breed solutions that enhance your organization’s network,

security, device management, productivity and IT visibility.

Together, Jamf and Cisco make the most of your corporate IT investment.
Through product integrations and our dedicated focus on Apple, your users

will benefit from seamless and secure access to the resources that matter.

In this guide, we provide an overview of the Jamf-Cisco integrations that

support your organization’s Apple fleet.
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Integrations

Cisco ISE
It starts with the network

Cisco ldentity Services Engine (ISE) provides highly secure network access to users and devices
with a zero-touch strategy. Gain visibility into what is happening in your network, such as who is
connected, which applications are installed and running, and much more, and automate policy

enforcement. When integrated with Jamf’s device management capabilities, you can extend the

power of Cisco ISE to identify, contain and remediate threats faster and more efficiently.
How? It’s easy.

Network integration with Cisco ISE allows the service to communicate with Jamf Pro and verify
that the computers and mobile devices on your network are compliant with your organization’s
standards. Once the data is collected from Jamf Pro, the service can determine the level of
network access to grant to a computer or mobile device, provide messaging to end users

and refer end users to enroll their computers and mobile devices to Jamf Pro, ensuring only

compliant devices and users are accessing your network.

This integration also allows the network access management service to send remote
commands to computers and mobile devices via Jamf Pro, including passcode lock and wipe

commands, for continued support and security of your users and network.
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https://marketplace.jamf.com/details/cisco-identity-services-engine/

Cisco SecureX
Device insights for increased visibility across all your tools

Device insights from Cisco SecureX unifies multiple device managers, endpoint detection and
response, antivirus (AV) and other endpoint security products to consolidate the details those tools

and solutions provide into a unified view within SecureX.

With device insights, you are able to keep track of device inventory counts and better understand
the expanding and changing nature of your network. Furthermore, endpoint searching and
reporting allows you to assess device security posture on employee-owned, contractor-owned

and loT/OT devices — without risking business disruption. Stop threats before problems occur!

Common IT-related concerns about inventory and asset management are just as easy to address
as network concerns, given the single-pane-of-glass view into all your network-connected devices.
By leveraging the link between Cisco and Jamf’s dashboards, admins can quickly jump from
SecureX back into Jamf Pro to mitigate risks and perform triage on issues detected in Apple

endpoints. This allows IT to pivot to remedial workflows, addressing issues as part of a single

cohesive process.
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https://marketplace.jamf.com/details/cisco-securex/

Fastlanet+

An intelligent network for Apple devices

Fastlane+, developed by Cisco and Apple, is a solution that significantly improves the experience
of any Wi-Fi 6 capable Apple iOS/iPadOS devices that are connected to a Cisco Wireless Wi-Fi 6
network. By leveraging Wi-Fi 6’'s OFDMA technology, Fastlane+ provides users with an incredible
voice and video streaming quality under even the most congested RF environments for clients

running iOS 14 or higher. Fastlane+ enhances the existing Fastlane solution, optimizing iOS client

roaming with adaptive 802.11r and allowing users to prioritize specific voice and video applications.

With Fastlane+, organizations identify which applications they want to prioritize on their network.
After a network is configured to enable Cisco Fastlane+, organizations need to use an enterprise

or mobile device management (MDM) solution, like Jamf, to configure it on the device level.

With Jamf Pro, organizations enforce the identified priority applications on each managed device,
or across groups of devices, ensuring that when the network is congested, non-critical apps don’t

impact the performance of the apps that matter.



https://www.cisco.com/c/en/us/solutions/enterprise-networks/wireless-partnership.html

bDuo
Enhanced endpoint security

Duo’s Trusted Endpoints feature lets you define and manage trusted endpoints and grant
secure access to your organization’s applications with policies that verify systems using device
certificates, application verification or management status. Duo helps organizations distinguish

between unmanaged and managed endpoints accessing your browser-based applications.

With the Jamf Pro integration, Trusted Endpoints identifies which clients accessing the
applications are managed and blocks access to various applications from unmanaged systems.
Users authenticate to applications protected with Duo’s browser-based prompt. Then, with
managed device information obtained from Jamf via a nightly sync with read-only API, Duo

matches device identifiers reported by the Device Health app.
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https://marketplace.jamf.com/details/duo-access-gateway/

Cisco DNA
Adapt amazing Apple features for your network

Cisco Digital Network Architecture (Cisco DNA) has been able to simplify enterprise networks and
make them more intuitive for customers. Cisco DNA Service for Bonjour solution enables mDNS
service routing for Apple or industry standard-based devices. The Wide Area Bonjour capabilities
support end-to-end Unicast-based service routing with enterprise-grade scale and security while

maintaining consistent user experience at residential or best-in-class enterprise networks.

Schools with Apple devices on their network need a way to streamline the Apple device network
capabilities in a scalable way to provide a customizable, personalized experience. The Cisco
DNA solution supports collaboration, content sharing and loT devices. Teachers can now share
content and apps with their students and students can use a streaming technology like AirPlay to

collaborate with each other, without issues typically seen in larger networks.
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https://www.cisco.com/c/en/us/products/cloud-systems-management/dna-center/index.html

WebEXx
Deployment and configuration

WebEx powers collaboration. From the basics of communication, like video and voice, to advanced
features that let remote teams work seamlessly like whiteboarding and Augmented Reality (AR),

WebEx supports any type of project.

With Jamf, WebEX empowers users to leverage these tools. This integration makes the solution
available and configured for your organization’s needs, in addition to ensuring that it is up to date on
users’ managed Mac and mobile devices. Jamf’s proficiencies in Application Lifecycle Management
make it simple to ensure the right apps and versions are always on a user’s device. Going even further,
Jamf can customize the experience of WebEx on iPad to be preconfigured with a specific user account.
This is incredibly helpful with virtual telehealth workflows for patients and staff, and in other situations
where a kiosk type device is required. Jamf’s ability to preconfigure applications is based on our support
of AppConfig, a powerful feature of MDMs to load settings, credentials and more alongside the app.
This combination of app delivery, updating and settings management results in a simplified user

experience where they can instantly benefit from the WebEx platform.
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We know this might be a lot to take in.

And so much is possible when you pair Jamf — the standard in Apple Enterprise Management
— with Cisco. So, try Jamf for free and see for yourself. We'll help you along the way.

Request Trial or contact your preferred Apple reseller to get started.


https://marketplace.jamf.com/details/webex/
https://www.jamf.com/resources/infographics/app-lifecycle-management/
https://www.jamf.com/request-trial/?utm_source=asset-link&utm_medium=pdf&utm_campaign=better-together&utm_content=2021-11-01_pro_

