Apple TV Management

Moving higher education forward

If you think Apple TV devices are just for entertainment, think again. In a recent Jamf Nation survey, 95 percent
of the 110 higher education institution respondents report leveraging Apple TV devices in their environment,
and for good reason. They enable wireless sharing without the need for adapters, and they provide
inexpensive videoconferencing options that help professors deliver more dynamic, engaging lessons. But they
haven’t always been easy to set up and manage. That all changed with the introduction of tvOS 10.2, which
enabled new management for all fourth-generation Apple TV devices. And now with tvOS 11, IT has even more
ways to better manage and enable their Apple TV devices.

1 IN THIS WHITE PAPER, LEARN:

« Why Apple TV matters for higher education.
« How to make setup and management easy with mobile
device management.

_" - « How to leverage Apple TV beyond the lecture hall.
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Why Apple TV for higher education

Like Mac and iPad, Apple TV is a powerful tool for higher education institutions. Twenty percent of schools
surveyed about their Apple TV usage have 25-100 Apple TV devices, with a further nine percent citing
101-1,000 TV devices. From promoting interaction and collaboration to fitting seamlessly within the Apple
ecosystem, the use cases and benefits are vast. Before expanding on these, let’s examine four core Apple TV
fundamentals that are key to its appeal.




Apple TV Management

Prior to fourth-generation Apple TV and tvOS 10.2, Apple TV devices lacked many of the streamlined
enrollment and management features IT admins had grown accustomed to with macOS and iOS devices.
However, with tvOS 10.2 for the first time, IT admins has access to new management capabilities for Apple
TV including, zero-touch setup, over-the-air configuration, remote commands and in-house app distribution—
making the set up process as seamless as setting up their Mac or iPad. This allowed for scalable mass
deployments and an interconnected experience between Apple devices.

Additional management capabilities released with tvOS 11 made it possible for IT to strengthened AirPlay
security by assigning passwords to specific devices and associate them with an Apple TV. This ensured
information can only be shared with the intended room. tvOS 11 also allowed IT to modify and lock Apple TV
device names for easier inventory reporting.

With the most recent tvOS update, tvOS 12, IT has the ability to purchase and distribute Apple TV App Store
apps (in bulk) directly to devices as well as deploy in-house custom apps. Additionally, IT can now install
software update commands and block proximity password requests.

Second or third-generation Apple TV?

Don’t have fourth-generation Apple TV devices? That's OK. While earlier models won’t have all of the
management functionality of the newest device, the third-generation Apple TV devices still have functionality
important to transforming the educational experience for students and enhancing other areas of educational
organizations. See the chart below for a side-by-side comparison of key functionality that’s available with third-
and fourth-generation Apple TV devices.
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WITH APPLE’S LATEST TV OPERATING SYSTEM AND A MDM SOLUTION, IT CAN ACHIEVE:
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ZERO-TOUCH DEPLOYMENT

tvOS 12 and later supports Apple School Manager to power a completely automated setup
experience. Higher education institutions purchasing Apple TV devices through Apple, or an
authorized reseller under Apple School Manager, can configure their newly purchased devices with
an MDM solution. When the Apple TV is powered on, connected to Ethernet and displayed through
HDMI, all configurations, settings and apps deploy automatically without the need for any manual
configuration. With this in mind, IT can leverage faculty to unbox the Apple TV, plug in the power and
Ethernet, and the management solution does the rest — all in under 60 seconds.

CONFIGURATION PROFILES

Using an MDM solution, IT can define settings with tvOS configuration profiles and distribute them to
Apple TV devices. As a result, Wi-Fi, restrictions and AirPlay settings are more easily applied over the
air. Further, Apple TV devices can be put in Single App Mode to customize the Apple TV experience
by class or Conference Display Mode for an intuitive presentation workflow.

SMART TARGETING

With the ability to automatically collect inventory details, including Apple TV device names from all
managed devices, IT can quickly and accurately identify which devices require action. Based on this
inventory information, IT can build targeted groups to trigger automatic device management tasks.
For example, IT can now find all Apple TV devices without AirPlay settings configured and then
deploy that configuration.

AIRPLAY MANAGEMENT

IT can mass associate and configure iOS devices with Apple TV. This empowers professors to easily
display content. This functionality exempts IT from troubleshooting display issues, freeing them up to
focus on other, more strategic projects. IT also has more control over AirPlay security with the latest
tvOS update, IT is now able to set passwords for specific Apple TV devices to share automatically to
associated iPads.

WIPE AND RESTART

With the ability to remotely wipe and re-boot an Apple TV anywhere and at any time, IT can easily
troubleshoot Apple TV devices without having to go to the device’s physical location. Further, wiping
and re-enrolling devices at the close of a school year ensures the security and privacy of usernames,
passwords or other personal information by removing them from the Apple TV.

APP AND SCREEN SUPPORT

IT can leverage MDM to deploy both custom in-house and App Store apps directly to Apple TV
devices. Additionally, IT can set a Home Screen layout, show/hide apps as well as restrict media
content based on age guidance.



applications.

EFFECTIVE COLLABORATION

Using AirPlay, students can
display their Mac, iPad or other
device screen in any study room
outfitted with a large screen and
Apple TV. Wireless sharing makes
it easy for students to discuss
their work and facilitate group
collaboration.
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Apple TV beyond the classroom

ENGAGING PRESENTATIONS

With Airplay’s screen-mirroring
capabilities, professors can
project content from their iOS
devices on any television or
monitor that’s connected to an
Apple TV. This functionality allows
students to watch as professors,
in real time, edit a paper, engage
with an app, change settings,

or show photos for videos in a
lecture. Additionally, by using
this Airplay feature, the professor
essentially turns a large-scale

TV into an iPad, giving students
a more engaging classroom
presentation.

By coupling MDM for tvOS with apps, Apple TV is proving its value both in and out of the classroom.
Education participants from the Jamf Nation Apple TV survey cited at least five unique use cases, which can
be summarized into three distinct categories: in-classroom experiences, digital signage and conference room

ATTENDANCE ALTERNATIVES

Using Airplay to display their
FaceTime, Skype, or Cisco Jabber
videoconferencing sessions,
professors can present students
with a more dynamic lesson by
including remote guests. And sick
students don’t have to miss their
favorite lectures. With Airplay

on the Apple TV, they can easily
watch the lesson from home. This
inexpensive videoconferencing
ability provides professors and
students with a better overall
experience.



DIGITAL SIGNAGE

Universities have a need to share broadly — with
their students, faculty and staff. From event
information to way-finding and even emergency
alerts, Apple TV makes digital signage more
affordable, accessible, scalable and manageable.
And, with an MDM solution, higher education
institutions can also control what is shown in
different locations throughout the campus.

FACULTY MEETINGS AND LOUNGE DISPLAYS

Enabling Conference Display Mode transforms
the consumer Apple TV experience into a wireless
conference room experience with AirPlay —
complete with a customizable welcome message.
Higher education institutions can tailor the
welcome message in Conference Display Mode
to include additional instructions or information
for each conference room or lounge. Additionally,
to eliminate confusion, Conference Display Mode
hides everything else on the screen, so AirPlay,
with the pertinent instructions on how to use it,

is the default screen. It’s all users see when they
enter a conference room for a faculty meeting. IT
can even define which Apple TV devices display
on each iOS device.

“We imagined teachers
being able to display any
historic picture, map or
other educational content
on a classroom display

with the simple command
of their voice,” said Blair
Anderson, technology
manager, Shawnee

Heights School District in
Tecumseh Kansas. “That's
why we deployed fourth-
generation Apple TV devices
to every classroom and
conference room in the
district. Being able to use
Jamf Pro to manage our
entire ecosystem of Apple
products, including Mac,
iPad and Apple TV, lets us
transform, yet supervise, the
total learning experience for
students and help improve
teacher effectiveness.”




Apple TV Management with Jamf

With a dedicated focus on helping organizations succeed with Apple, Jamf provides an industry-leading
management solution for the entire Apple ecosystem that helps IT empower its users with Mac, iPad, iPhone
and now Apple TV. By combining Jamf Pro’s Apple TV Management Solution and the latest tvOS, colleges
and universities can unlock new device management capabilities for Apple TV, including zero-touch setup with
Apple School Manager, configuration profiles and app distribution, MDM commands to wipe and restart Apple
TV, and AirPlay permissions enhancements that make the mass pairing of Apple TV devices to iOS devices

for content display easy. From enabling wireless presentations to remote management of digital signage in
hallways and faculty lounges, Jamf Pro delivers a seamless, interconnected experience for all your Apple
devices.
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