
SECURITY BREACHES
IN HIGHER EDUCATION

Breaches Happen
Navigating complex IT systems to secure student and faculty 
information on a college campus is a challenge. But it’s not impossible. 
Understand your weaknesses to create a secure environment for all of 
your school’s data. 

Most Common 
Types of Breaches  
in Higher Education

SOURCE: http://betanews.com/2014/12/17/35-percent-of-all-security-breaches-take-place-in-higher-education/ 

35%

$300

of all security breaches 
take place in higher ed

the average cost 
a university incurs 
to recover a single 
compromised record

Who’s at Risk in HiEd

63%
Doctoral

16%
Bachelors and 

Associates

21%
Master’s Programs

Educause data breaches in higher education reportSOURCE:

Unintended Disclosure
30%

Stationary Device
7%

Insider
3%

Hacking
36%

Physical Loss
5%

Portable Device
17%

HOW CAN MDM HELP?

Security Configurations

Block malicious apps, 
enforce security settings, 

and manage app 
configurations 

Enforce Encryption

Enforce encryption on all 
managed devices in your 

environment 

App Catalog

Designate which apps 
are approved for which 
devices to prevent the 
download of malicious 

software

Inventory

Keep track of which 
devices are encrypted 
and which devices are 

using the latest and 
safest software 

Integrate with 3rd Party 
Security Tools

Seamlessly integrate with 
your 3rd party security 

tools, package and 
deploy tools to users

Unknown/Other
1%

Ponemon 2015 Cost of Data Breach StudySOURCE:

See how Jamf can keep your managed devices 
secure in your University. 

http://jamf.com/solutions/higher-education/
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