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Total Apple Management
and Security, built
for Education

Helping IT administrators, teachers,
students and parents.
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Why Jamf School

Jamf School’s web-based interface provides IT admins the simplicity to create
the best learning experience for students. Deploying, managing and securing
Mac, iPad, iPhone and Apple TV has never been simpler.
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Mobile Device Management

Mobile Device Management (MDM) is software that configures
and manages mobile devices — such as computers, tablets and smartphones
— from a central location.

A large number of devices require a simple and straightforward
management solution, particularly
in a school environment.

MDM conveniently and wirelessly manages all devices — no
matter where the device is located. A central server establishes
a secure connection to the devices via the internet, and admins
can manage it all through

a simple interface. MDM solutions provide teachers

and IT administrators with a convenient tool to administer
devices for individual students, school classes or even multiple
institutions. For teachers it ensures management

of all devices when delivering digital lessons




For IT Admins

Manage it all with ease: Mac, iPad, and Apple TV

Automate everything

Bring automation to how you deploy devices, learning content,
apps, operating system updates, and learning success. Reduce
your workload and bring success to learning outcomes.

App management

Jamf School offers a Mac-App-Store-like experience, saving
time and automating app lifecycle management by sourcing,
packaging and deploying the most up-to-date version of apps.

Dashboard for insights

Keep track of managed devices, users and apps. See the status

of devices quickly and identify issues for remediation.

Easy Blueprints and DDM power

Blueprints functionality provides IT with both templates and
a builder to scope devices to your exact need; tap into the
proactive, secure power of declarative device management
(DDM); and even make OS updates a breeze with managed
software updates.

Transform classroom management
with teacher and student apps

Classes can be easily managed by dragging and dropping the
required apps and content and creating restrictions. Students
can set up their own device and stay focused with Jamf
Student, instructors prepare lesson profiles and communicate
with students within Jamf Teacher.

Easily involve parents in learning

Jamf Parent app offers simple set up and controls for parents,
giving them the ability to limit apps and device functionality to
keep homework sessions focused at home.

App request

When an app is requested, IT administrators are notified so they
can review and approve or deny the app request. The teacher
is immediately notified of the decision.

Locations

Tackle multiple locations or schools easily. With location
support, manage each location and its devices, users

and groups separately, pushing down profiles, apps, etc., from
a single location.




For Teachers

The Jamf Teacher app is designed to meet
the needs of school teachers.

Jamf School offers a powerful management system that allows
you to manage an unlimited number of devices. Whether a
single school or an entire school network, Jamf School is the
perfect solution.

Prepare lessons

The prepare lessons feature makes it easy to prepare lesson
profiles containing apps and web pages and to provide them
for students during class.

Manage access

Prevent the access and use of selected device functions. The
teacher effectively manages notifications, camera functions or
the use of web pages — limiting student distraction.

Temporarily restrict app usage

Only apps on the allowed list will be available to students on
their iPads. All other apps and associated notifications are
temporarily hidden.

The attention screen

To get the undivided attention of the students, Jamf School
provides the attention screen. By pressing a button, it is
possible to lock the students' iPads and display a personalized
message if required.

Time-based security

Time-based and permanent restrictions allow the use of iPads
in exams.

Jamf School revolutionizes teaching

Write messages

The Jamf Teacher app keeps students up to date.
The messaging feature allows teachers to communicate with
individual students or with groups.

Device information

Teachers can request general information for each selected
student device. For example: determining the battery level of a
particular device.

Seamless with Apple Classroom

Works alongside Apple Classroom to support classroom
management, from initial set up of devices, to support in
lesson.

Tap into Apple EPP Potential

Search for Education specific applications with quick access to
Apple EPP list of education applications.

Ad-hoc Classroom

With a few screen taps, a teacher can start a classroom
session with nearby students and automatically syncs to Apple
Classroom, too. Learning truly happens everywhere.




.[ For Students
L — '
Jamf Student empowers independence

Students are required to be independent in their learning, Download apps and resources

but should know they are supported at all times.
y PP Install pre-approved apps, books and documents

The Jamf Student app allows students to set up and manage required for |earning or Comp|eting lesson work.
their own device, communicate with their teachers and provide
alternative ways to ask for help, without the worry of anyone Update apps and OS updates

else needing to know. It empowers learners to take control of
their learning and personalize their Apple learning experience.

An Apple device's ability to stay up to date, for free, is one of it's
most invaluable features.

Message teachers

Communicate directly with teachers to ask questions, find
information on missed lessons, clarify homework requests,
or expand where students learn from.

Raise Hand

Whether a student is shy or it's a quiet learning environment,
the Jamf Student app allows a student to discreetly alert their
teacher that they are in need of assistance and ask for help.




— For Parents

And when the device goes home, Jamf Parent supports
with the same tools that allow the learning space to be
extended to the home.

Be active and aware

With Jamf Parent, parents can participate in their children’s
schoolwork and easily manage their children’s devices.

The use of the parent functions gives parents tools
to bring focus to homework for a set period of time.

Modify access to games

Jamf Parent offers parents time-based and access
management for games and non-
essential apps on their children’s iPads.

Manage communication

With simple settings, Jamf Parent makes the use
of programs such as iMessage, WhatsApp and Messenger
safer and more monitored.

Manage social media

Jamf Parent allows parents to set rules limiting the use
of social media such as Twitter, Facebook or Instagram
to specific times during the day.

Location notifications

The app informs parents about their child’s arrival at school
and with their return home.

Safety feature

Jamf Parent includes a motion-sensing feature: automatically
turning notifications off when a child

is cycling or walking — reducing distraction and increasing road
safety.

Manage children

Easily add children using a QR code.

Manage web access

Jamf Parent provides a tool that enables parents to add in
websites a child is allowed to access at home.




For Mac

Jamf School for macOS

Jamf School helps you manage your Macs
from enroliment through to app management and updates.

Manage your Mac devices with the same
ease as your iPad fleet.

e Automated Enroliment

e User Enroliment

« Apps (VPP, in-house packages)
« Configuration Profiles

» Restrictions

» Apple Classroom

» Wallpapers

« Jamf School Self Service

» Teacher apps

Jamf School Scripting

With Jamf School Scripting, you can run scripts directly
from the Jamf School Management System as well as see
the response, any error codes, and the time the script was
executed.

Run custom scripts once, on schedule or at certain events such
as on login or logout. Jamf School Scripting makes macOS
device management even easier.

Jamf School Self Service

Jamf School Self Service gives the user more control over their
supervised Mac device. Users may download and install pre-
approved programs, documents and wallpapers to customize
their macOS device to their needs.




Cybersecurity and Content Filtering

Jamf Safe Internet

Learn fearlessly with safe, private connections everywhere students learn.

Jamf Safe Internet, powered by Jamf's advanced content filtering and network threat protection
engine, is purpose-built for education to protect students, staff, and networks from harmful content
and cyber threats. With students spending nearly twice as much time online, it combines best-in-
class threat prevention and an extensive content-filtering database to block unsafe content and
malicious attacks, fully integrated with Jamf School for seamless mobile device management.

Network Threat Prevention

Cybersecurity That's Always On

Phishing, Malware, Cryptojacking and other forms of cyber
attacks can be blocked by Jamf Safe Internet, utilising machine
learning tools to identify anbd remediate against the attacks,
keeping institutios and their networks secure.

Easy-to-build Reporting

Education professionals know that threat management doesn't
stop with the protective tooling, you also want to report on and
understand how effective your policies are. Never miss a beat
with network statistics available in Jamf Safe Internet.

Education optimized, Jamf School integrated

With workflows specifically for the education user, designed
from the ground up, with seamless Jamf School integration to
make deployment and on-going syncing simple and intuitive
from the platform you're comfortable with.

Content Filtering

Content Filtering Database

Comprehensive content filtering optimized for education and
integrated with MDM for simple, powerful student

and user protection. Using lightweight, performant

domain name system (DNS) technology Jamf Safe Internet
allows admins to create and customize the content filter results
that fit their school needs, without invading privacy.

On-Device Content Filtering (ODCF)

Ensure end-users cannot bypass domain-based rules by visiting
sites via IP addresses. ODCF first inspects traffic in a restrictive
sandbox and strips away sensitive date when it leaves, meaning
a powerful and still privacy-preserving experience for Apple
users. (Exclusive Apple feature)

Enforce Restrictions

Use Jamf Safe Internet to implement YouTube's Restricted Mode

and enforce Google SafeSearch. Hide explicit content from
YouTube's search, comments and embedded YouTube videos,
and Google search results.




macOS Security

Jamf Protect

Enter Jamf Protect - built for Mac to protect Mac

Developed exclusively for macOS, Jamf Protect provides a complete solution
to maintain endpoint compliance, monitor for, respond to, and remediate
security incidents on macOS with minimal impact to the device and end-user

experience.

Detect and hunt
Mac-specific threats

Unlock advanced workflows
through integration

Prevent known
macOS malware

Reimagine user authentication

Jamf Connect

Jamf Connect solves provisioning and identity challenges

Jamf Connect allows for simple provisioning of users from a cloud identity
service during an Apple provisioning workflow, complete with multi-factor

authentication:
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Jamf Connect gives users the
ability to access their Mac and

their applications with a single
identity, providing an improved user
experience during setup and day-
to-day logins — all without the need
for multiple accounts and to bind to
Active Directory.

Identity management

Jamf Connect requires a cloud
identity, giving IT admins the
ability to monitor who is accessing
devices, to leverage cloud admin
permissions to service machines,
and maintain security and
compliance standards across all
devices and users.

Monitor for Mac endpoint

compliance
Stream endpoint Same-day Removable
telemetry Support storage controls

S Password synchronization
Jamf Connect ensures a user’s
cloud-identity passwords are
synchronized down to the local
account level on the Mac, even
when the password is changed
—reducing password fatigue and
IT help desk tickets. security and
compliance standards across all
devices and users.



