
Beyond Mac Inventory:  
What Telemetry Helps You See

Inventory provides static insights into a Mac.  
Telemetry goes deeper, revealing what is happening in real time.

See installed applications  
and their versions.

See users and  
accounts associated 
with the device.

View hardware  
details, OS versions  
and system 
information.

See device 
configuration  
and expected 
management  
settings.

See security settings  
across the fleet.

Telemetry alone is not the outcome.
Endpoint signals become valuable when they are put into context and used to inform decisions and action.

Signals
Collect relevant 
activity and events 
from the endpoint.

Detect changes and 
anomalies sooner
Identify unusual activity 
and deviations from 
expected behavior.

Context
Connect signals 
with device, user 
and environment 
information.

Investigate with 
evidence and context
Use richer endpoint 
information to understand 
what happened and why.

Visibility
Understand what 
is happening and 
identify what may 
require attention.

Respond with greater 
confidence
Make informed decisions 
using timely, relevant 
endpoint insight.

Action
Use that insight to 
investigate, respond 
and verify outcomes.

Verify endpoint health 
and compliance
Confirm security posture, 
configuration and policy 
adherence over time.

3   From Signals to Visibility

4   What Deeper Visibility Enables

See what launches, executes 
and how processes behave.

See authentication activity 
and changes to permissions 
or privileges.

See security events, system 
modifications, configuration 
changes and deviations from 
expected state.

See connections, 
destinations and protocols 
alongside associated 
processes.

See signals around 
performance, crashes and 
other system events.

2 
Go Deeper 

with Telemetry
What telemetry helps  

you see
Telemetry adds  

dynamic signals that  
reveal activity and  

changes on the device.

1 
The Inventory 

View
What inventory helps  

you know
Inventory provides  

valuable information  
about the known state  

of your devices.

See how telemetry turns endpoint 
sign a into actionable visibility.
Download A Practical Guide  
to Apple Endpoint Telemetry
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Telemetry and visibility differ in one important way: telemetry is the input and visibility is the output. Often, these terms are used interchangeably because they are similar but it’s important to not conflate them because they are different enough to warrant distinction.
An easy way to identify the difference is: cause and effect. Telemetry illuminates the “cause” of an issue, like a misconfigured device. Visibility identifies what the misconfiguration is exactly and which devices are affected by it, also known as the “effect.”

From an operational perspective, visibility means teams have a current and accurate assessment of what’s happening across their fleet. It also prescribes an actionable path toward mitigating the issue(s) surfaced. It answers questions like:•	 Is	baseline	behavior	being	observed?•	 What	devices	are	healthy?
•	 Which	are	at	risk?
•	 Is	there	an	active	threat?

Telemetry is the collected data that makes visibility possible. It is made up of the information that is gathered from all managed endpoints across your fleet, providing details relating to device health statuses in real-time, such as:
•	 Missing	system	or	security	patches•	 Unsanctioned	apps	installed

•	 Configurations	that	have	changed	from	baseline
While telemetry enables visibility, it does not do so automatically. Organizations can constantly monitor their endpoints, gathering copious amounts of telemetry yet still lack visibility into fleet health and compliance status.

   Telemetry = input

   Visibility = output

Visibility: the outcome telemetry enables

Why Jamf? 

What telemetry is
Looking at the etymology of telemetry, we find it’s a compound of two 
words derived from Greek: tele, meaning “far off” and metron, meaning 
“measure.” Roughly, this translates to “remote measurement.” When used in the context of endpoint security, telemetry is the stream of 

health and activity measurements a device reports about itself: what ran, 
what changed, who changed it, when and what it connected to.As it pertains to macOS endpoints, telemetry commonly include  

the following:

• Access tracking records who logged in, when and from where, which 
resources they requested and which permissions were granted or 
denied, such as requests for privilege escalation.• Process execution follows app launches, background tasks, related 

child processes and their interactions with kernel and user space.• System events log configuration drift, update successes and failures, 
system file modifications and changes to hardware or software state.

• Network activity captures connection details, like encryption strength 
and network types, IP information, ports, protocols and the apps 
transmitting data. 

• Diagnostic logs collect system operation and performance data, along 
with crash reports, code states and memory dumps.When looking at telemetry, it’s common to dismiss individual artifacts as 

being forgettable or easy to miss. However, much like a single puzzle piece 
doesn’t do much on its own, the full picture is realized when all the pieces 
are combined. Together, they provide IT and security teams a detailed 
analysis that verifies endpoint health at that specific point in time.What teams do with those measurements, whether that’s threat hunting, 

patch management or validating compliance, is a separate step.

What telemetry is not
As with most security controls in a defense-in-depth strategy, admins must 
understand where the gaps exist so defenses can be layered to close them 
as effectively as possible. Likewise, you should be just as familiar with 
telemetry’s limitations as its benefits to use it effectively.Telemetry is not:

• Surveillance of a user’s personal activity or browsing habits.• Replacement for tooling that carries out management tasks or security 
remediation workflows.

• Blanket attestation of compliance throughout an endpoint’s lifecycle.    Telemetry data is simply information that’s been gathered about 
a device (or your entire device fleet) sitting in logs. Without further 
action, telemetry is of little use in and of itself.  Telemetry delivers 
value when organizations use it: first by reviewing it or streaming it to 
their security information and event management (SIEM) solution for 
analysis and applying that context as data-driven decision-making to 
management, security and compliance workflows.  This distinction matters.

    Collecting telemetry data without applying it to MDM and endpoint 
security solutions is like the single block of aluminum Apple uses to 
create each MacBook. The aluminum, by itself, doesn’t help users 
accomplish work-related tasks. However, by applying the aluminum to 
their manufacturing processes, Apple is able to produce a laptop that 
enables users to fulfill their role responsibilities or creative endeavors.    Telemetry, in this analogy, is the raw material (aluminum). Only by 

applying it are organizations able to build their compliance program with 
it, and it begins with holistic visibility and the patterns that emerge from 
combining the individual data points.
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https://www.jamf.com/resources/e-books/apple-endpoint-telemetry-guide/
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