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I currently known about vulnerabilities 
on our mobile devices? 

I currently have insights into mobile app 
risks in our organisation? 



The Friday Afternoon Ping

“Are we affected by this?”

Don’t know the CVE 

Manual search of device inventory 

No visibility of app permissions 

Can’t block or control the network

“How many devices?”

“Can we take devices offline?”
“What’s the main risk?”



The gap between finding a threat
and knowing your exposure, is the 

problem.



Incident Detection

Reporting
Securing

Days/Weeks

Weeks/Months



But wait…. 
what risks can a mobile app 

really present?
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Data over-reach
Exfiltration

Access & Identity
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The App Itself User Configurations



Live Demo



What does Jamf  
tell you about the app 
itself? 

A P P  V U L N E R A B I L I T I E S :

311 known vulnerabilities
Affected Devices

Exact Software Version



What does Jamf  
tell you about the 
vulnerabilities? 
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CVE Description & Link
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Vulnerabilities InsightsVs

App



What do we do with this information.

We know the risk
And the affected devices



Patch, Update
Or remove vulnerable apps



Secure network access 
to apps your users actually use



How do I know 
what to secure?

S E C U R E :  A P P  A C C E S S

Discovery most used apps
Create access policies
Secure & limit access



Group Based Access

All Managed iPhones 

All Managed iPads 

NLMAPGOV Base - Compliant 

Non-compliant iPadOS 

Non-compliant iPhones 

Vulnerable App Installed 

Jamf Pro

Default Group 

Compliant Devices 

Non-compliant 

Limited Access 

Jamf Security Cloud



SaaS  
Applications 

On-premise 
Applications

ZTNA 
Access Policies

Group Based 
Policy Check

Vulnerability & Risk 
Data 



The Friday Afternoon Ping
“Are we affected by this”

372 Devices with Chrome 

27 running a vulnerable version 

11 updates pending 

27 devices network access restricted
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