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Risky Business:
Mobile App Security Unpacked

Eimo Kuisma

SALES ENGINEER 111
CEE/MEA



| currently known about vulnerabilities
on our mobile devices?

| currently have insights into mobile app
risks in our organisation?
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Don’t khow the CVE

Manual search of device inventory

No visibility of app permissions

Can’t block or control the network




The gap between finding a threat
and KNowiNg your exposure, IS the
oroblem.




Incident Detection

e

Days/Weeks

Weeks/Months

e

Securing

Reporting
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But walit....
what risks can a mobile app
really present”/



Code Permissions

Network Traffic Access
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Code Permissions

Network Traffic Access

Vulnerabilities
Network Behaviour
Third-party Libraries
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Code Permissions

Network Traffic Access
Vulnerabilities Data over-reach
Network Behaviour Exfiltration
Third-party Libraries Access & ldentity
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iz

Domains contacted directly by app

amp-api-edge.music.apple.com
4/1/25, 9:41AM
amp-api.music.apple.com
4/1/25, 9:41AM
bag.itunes.apple.com

4/1/25, 9:41AM
client-api.itunes.apple.com
4/1/25, 9:41AM
fpinit.itunes.apple.com

4/1/25, 9:41AM

Show All

Domains contacted by other content

is1-ssl.mzstatic.com

4/1/25, 9:41AM
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£ Settings

Privacy & Security

Control which apps can access your data,
location, camera, and microphone, and
manage safety protections. Learn more...

Location Services

27 while using

Tracking

..... Calendars

=2 4 add only

Contacts

4 full access

Files & Folders

6 apps

Focus

1app

Health

3 apps, 1 study
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APP VULNERABILITIES:

@ chrome i0S 4 311
What does Jamf
[Q Search software version
tell you about the app
i't Selff? Software version - Devices Vulnerabilities @ - Max severity O
.~ 125.6422.145 3 311
311 known vulnerabilities [Q Search device or user
Affected Devices
Device name User name

Exact Software Version

— iPhone

— iPhone

— iPhone
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gerard.daugherty@jamfharbor.com

sven.shanahan@jamfharbor.com

gerard.daugherty@jamfharbor.com




APP VULNERABILITIES: Devices Vulnerabilities Software

What does Jamf a cve.zo-ss0 .
te ‘ ‘ yO U a b O Ut t h e Vulnerability Severity @ = CVSS score Ex
VU ‘ Nne rab | | |t | eS r? - CVE-2026-8580 9.6 No

Severity Description

- CVSS score 9.6
Severity
Affected devices 24 Attribution
F Irs t DeteCtlon First detected May 19, 2026
Exploit code No

CVE Description & Link

[Q Search device or user

Device name User name (?)

—  HARBOR-Z5Q6DXKGKP gerard.daugherty@jamfharbor.com ‘
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APP VULNERABILITIES:

What does Jamf
tell you about the
vulnerabllities?

®JAMF NATION LIVE

0] [ Severity All » ] [ Exploit code

All » J Clea

CVSS score

9.6

Description

Attribution

Exploit code & Devices @

No

24

Use after free in Mojo in Google Chrome prior to 148.0.7778.168
allowed a remote attacker to potentially perform a sandbox escape
via a crafted HTML page. (Chromium security severity: Medium)

Source page @

Allv] Clea

J [Software view [ Software OS

ser name (?)

*d.daugherty@jamfharbor.com

Software 0S (®

macOS 26.1.0

e




APP INSIGHTS:

/ App insights

C u rre nt R i S kS & Apps installed in the last 7 days App installations by category Apps by risk level ©

Apps Installations

Application Forensics 1

\

\~
Organisational Risk R g py ST o

® Office 365 6%
® Entertainment 5%

® Video and photo 5%

Access to data

Application list
Application Versions Category Installations Risk level |z

AV Test App

. com.fsecure.eicar.antivirus.test
+ 1 Productivity m Detail view

WhatsApp
com.whatsapp

1 Communication 3 Detail view

Booking.com
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APP INSIGHTS:

Current Risks & -
Application Forensics

App versions

Version = OS Devices
N/A 3
149.7827.137

149.7827.45

Organisational Risk 144.7550.53

Access to data 132.6834.100

131.6778.134

U 125.6422.145
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App risk
Low
Low
Low
Low
Low
Low

Low

>

App info

“

Description

Download the new Google Chrome for your iPhone and iPad. Now more simple, secure and faster tha
sync your bookmarks and passwords with Chrome on your laptop. Download the fast, secure browser

NEW - You can now set Chrome as your default browser. Follow the in-app prompt or go to Settings >
web links will automatically open in Chrome.

Show full description

Version App size

125.6422.145 N 357MB N

App version risk level ()

Low: 0% risk

This app has been classified as “low risk” by our machine learning e...

App watchlist management




APP INSIGHTS:

" Application forensics

Current Risks & r——

Global settings

| | [ | [ |
/ \p p ‘ I C a-t I O I l | O re I I S I C S e This app bypasses security best practices and allows communication over insecure network connections

 This app does not require certificate transparency for any network communicationsé

Permissions — 7
Add or modify Calendar events

Organisa tional RiSk Add to Photo Library

Access to da ta Bluetooth Peripherals
Invoke Face ID
Precise location - when open (GPS and network-based)

Record audio &

Take pictures and videos

Third-party libraries — 2
com.google.chrome.ios.chromessoframework

com.aooale.chrome.ios.chromeframework
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App

Vulnerabilities

S Insights

App versions

G Chrome

Version Iz OS Devices'' App risk o

N/A § Low Description
Q  Search software version Download the new Google Chrome for your iPhone and iPad. Now more simple, sec

149.7827.137 & Low sync your bookmarks and passwords with Chrome on your laptop. Download the fa

Software version Devices Vulnerabilities @ Max severity ® 149.7827.45 ; Low NEW - You can now set Chrome as your default browser. Follow the in-app prompt
v web links will automatically open in Chrome.

144.7559.53 X Low

L 125.6422.145 208 Show full descript

132.6834.100 Low

147.7727.99 131.6778.134 ¢ Low Version App size

125.6422.145 N} 357MB
U 125.6422.145 Low
Q_ Search vulnerabilities App version risk level (O

Vulnerability Severity @ Devices Low: 0% risk

CVE-2026-7957 m

This app has been classified as “low risk” by our machine learning e...
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We know the risk
ANd the affected deviCces

What do we do with this information.




Patch, Update
Or remove vulnerable apps



Secure network access
to apps your users actually use



SECURE: APP ACCESS

How do | know
what to secure?

Discovery most used apps
Create access policies

Secure & limit access
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) ~

< > 3

¥4 security Cloud

[m]
it

oll)

43
&

Dashboard

Reports

Devices

Policies

Access

Access policy

App discovery

Internet

Security

Integrations

Settings

X
0

4 Hide filters Showing 91 apps

[Q Apps or domains

Device groups (31)

[Q Search group

Wandera - Quality Assurance

Devices: 10 Apps: 0
Team Ocean
Devices: 9 Apps: 91

Wandera - Product Management

Devices: 5 Apps:

Wandera - Operations

Devices: 4 Apps:

Wandera - Service Delivery

Devices: 3 Apps:

Wandera - Human Resources

Devices: 3 Apps:

Wandera - Finance

Devices: 3 Apps:

App discovery

Select a device group from the list to see all apps accessed by the devices in that group. Review
details and associated subdomains. Use this information to inform your access policy choices so

better protect your organization's resources.

@ Hide all domains already included in a policy

Team Ocean

App name #

+ 1gr.cz

+ 1password.com

+ aaplimg.com

+ adblockplus.org

+ aha.io

+ damazZonaws.com

+ m amnlitiide ~om

Policy

Unique
devices

Unique
domains

Number
of visits

1000

3395

15818

1469

777

32591

7R1G

Last e\

2025~
11:49:

2025~
11:50:

2025-
11:46:

2025-
11:47:

2025~
11:45:

2025-
11:49:

2025~




All Managed iPhones

All Managed 1Pads

NLMAPGOV Base — Compliant
Non—-comp liant 1iPadO0S
Non—-compliant iPhones

Vulnerable App Installed

Default Group
Compliant Devices
Non—compliant

Limited Access




Vulnerability & Risk
Data

ZTNA
Access Policies

Group Based On-premise
Policy Check Applications
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"Are we affected by this”

372 Devices with Chrome

27 running a vulnerable version

11 updates pending

27 devices network access restricted




Compliance I0S SIEM
E] Benchmarks Android | Integration @'

Mobile Vulnerability /ero rust
Forensics Management Network Access

Risk Based Threat Labs
ACCESS Security Research

APP On-Device & App
Intelligence Content Filtering Remediations Discovery
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