Jamf High Compliance Cloud

A high-compliance cloud option for protecting
sensitive data and devices in regulated industries.

Leave the infrastructure to us

In industries and environments where security and compliance are non-negotiable, organizations need more than
a standard cloud solution, they need one built for the highest expectations.

Jamf High Compliance Cloud empowers organizations in highly regulated industries to securely manage Apple
devices, meeting the strictest compliance standards across healthcare, finance and global enterprises.

What you get with Jamf Cloud
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Data center locations:

Software distribution point: Server uptime:
Built-in cloud distribution service for global Jamf guarantees 99.9% United States
package distribution server uptime
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Disaster recovery: Service monitoring: Security: Scale:

Automatic daily backups All cloud services are Industry-standard security Hosted Jamf Pro server

for 30 days monitored by Jamf with controls for hosting with immense scalability
a status dashboard service*

* To learn more about our security policy visit: See: Jamf Critical Security Issue Patch Policy


https://www.jamf.com/jamf-nation/discussions/36099/jamf-critical-security-issue-patch-policy
https://www.jamf.com/jamf-nation/discussions/36099/jamf-critical-security-issue-patch-policyWhat 

https://www.jamf.com/jamf-nation/discussions/36099/jamf-critical-security-issue-patch-policyWhat 


Jamf High Compliance Cloud adds

Secure ports Jamf log stream

 Secure how Jamf communicates to external 0 Sitresm Sxieinally ihe eeeess eneler enzng

- management logs
services over ports 9 9

» Automated log stream to a customer provided AWS S3,
Splunk or HTTPS endpoint

« Choose what ports are used by your instance

« Satisfy organization compliance standards
Compliance
Industry-standard NIST 800-53, Third-Party SSL certificates
ISO 27001/27701/27017/27018 controls implemented

)  Extra security in the chain of trust for connected
across the environment

components
IP Safelisting « Connect Jamf High Compliance Cloud to internal

- . . resources via certificates
» Limit log-in access to certain IP address ranges

) « Gain additional security control
» Lock-down who can log into the server based on

by using certificates
network address

« Limit access to certain IP addresses for API calls

Pricing and availability

Jamf customers can add this premium feature for $40,000 per year. HED SRR

Customers will get one production server and one sandbox server.
Additional sandboxes including all premium features (IP Safelisting,
Customer URL, Third-Party SSL Certificates, Secure Ports and Hosting)
can be added for an additional $5,000/yr. Tx Sandbox

$40,000/yr

1x Production

Terms and Conditions

Jamf High Compliance Cloud is purchased in twelve (12) month increments and in alignment with your Jamf Pro Subscription. Jamf High Compliance Cloud is limited

to a single organization and cannot be shared across multiple organizations. Jamf High Compliance Cloud is subject to Jamf Hosting Terms and Conditions available

at https://www.jamf.com/resources/product-documentation/jamf-hosting-terms-and-conditions/. Maintaining security is our top priority therefore Jamf High Compliance
Cloud environments will be required to meet our N -2 policy as described here.

Ready to get started?

Ja m f To learn more about how Jamf High Compliance Cloud

can make an impact on your Apple device management,
Contact Us
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https://www.jamf.com/contact/
https://www.jamf.com/resources/product-documentation/jamf-hosting-terms-and-conditions/
https://www.jamf.com/resources/product-documentation/supported-versions-policy-for-jamf-pro-cloud/


