N

N

w RayAegis Japan

Y
TENAILEFal) T4 Z2ERT S| ‘
Jamf Pro APIZZEB L-tx 2 T4 oo TEEML] &

ENALTTY DX F &k -
o 4 . \ -

B AIEL A - A=Y - Yty
YAV REFUT Y- ERE EI RE
20258 A 8H



BH Rk

Tatsuya Hiroi

\M/

% % % HB % % % * % k% BREE % % %
) FEAE 2010%F H/NSESTEEAALE
ITAVEREEN FEBERAFRD O DITERTLE

M A FL BN
HKIANE2CRNIEA 20234 RayAegis Japan~ A%t

A DRHF
m Tx—JFEFaUT4Y—ERE
RAY-SOC
wrR SOCF —LFiE. BREICES
w2 -
w RayAegls lapan © 2019 - 2025 Ray Aegis Japan, Inc. All rights reserved. 2



%@ RayAegis Japan

© 2019

Sit#
Mt L A - A —PR - Py
{£FR
T163-0532 EHEREPFEXAHE7-22-33 PolarFa B840
B YA
2019108 10H
BXE
9,800 5 H

EEEH (2025F7RARE)
39%

et
Ray Aegis Information Security (&)
XA 1 2011118 fEZEE - 193508
HASHET U R
%37 1 2001%FE6 A EZEE : $9200%

- 2025 Ray Aegis Japan, Inc. All rights reserved. 3



LA A= R - Dy NRNVOEENR

e [(EHhY—EX]

............................................ P
%@ T¥2YTRE - WE g;g XY T BEY—ER
o A —JLEI%R k ........ c AlZAy o - J—IVEEHR
g’? BEA VTV VRAY—ER « TLPT/Red team > © AIYE— FIESSIERHT
v . ASM¥—EZ %4 . DDoS;EE . ;V;’I(abéﬁ7 Y4 — 3 VEEHT)
- DUSEY A h’@by ’3’ - ENANTTYBH
~, « 77y b7 x— L2

c 77AMRXPIL—a TR}
e RERPL—arvFR}

'? SOCEHRY—ER ..u e loTRERFL—=2avTFRE

\/;" = {
ABC *1 UTDS : Undetected Threat Detection System
hoi=— - *2 EDR : Endpoint Detection and Response
L *3  8OC : Security Operation Center
w tXxa)TFBEAERNS *4  ASM : Attack Surface Management
e %5 DWS 2 Dark Web Search
- Ray-SOC WAF :
« UTDS #*1

TS 4

=



BEIEICEST-F > H T

SHOHMEBESL LTI, JamfERD 21— —THHE L
BE??
.J jamf | PROTECT for

Mobile
X
D Aa-soc

%? RayAegis Japan

© 2019 - 2025 Ray Aegis Japan, Inc. All rights reserved.



Jamf Protect for Mobile & (&

" jamf | PROTECT for E /34 VAT Jamf Protect
Mobile Mobile Threat Defense (MTD : E/3NA JLE B BHE)
AVFYY T4 NRY VY Z BRh 1
+ Adult Allow Block | / \ \
s TAvTy
+ IIIegaI Allow Block - 7 \/"j'_b. '7 7
s JUT NI ywEUT
+ Entertainment Alow | Block e AT TT ALY
. av>y R&avito—iL (C2)
+ Gambllng Allow Block | -lj-—/\“ [~ 57 . 7

e etc
+ Generative Al Allow | Block | \ /

%? RayAegis Japan

© 2019 - 2025 Ray Aegis Japan, Inc. All rights reserved. 6



X7 q - ZRERFSW b3

LAhL. STETIEA W

fEEoFE - UFrs—xesc R 7135 E 3

%? RayAegis Japan

© 2019 - 2025 Ray Aegis Japan, Inc. All rights reserved. 7



ENAIILTNA X AZRERAE L7ZIERFEDEH

2025 7R RIyIUVTILLBRET I LRERE

BLE:
MR SHRERMEIC T, HBICES L TWbHAiPhonell#ftD < Apple Account(Zxf L T
BZEICLDRET VAN FEE L, 1238FDENIERIIRE

Dt

RHA:
wo vy (a—bAyvE—H—ERISMSEFRBLIE7 4 vy 7R
SERXREHEZLELSMSESZE, BLEXDFENH >T-7-DKEH T el EfFanizU x0T LE- 1

N
Ill

HwE:
iCloudiCRIEAE N T WD BEEKE (SHE. K&, EFES)

i A e S [EAERRE X WO ATEEM DWW Tl (20254 7H4H)
KELOBEANRZ HLICARE S LTEERLZHDO TY, FlIEEXE JHERZI W

W RayAegls lapan © 2019 - 2025 Ray Aegis Japan, Inc. All rights reserved. 8



https://www.kumagaigumi.co.jp/news/2025/nw-20250704-003894.html
https://www.kumagaigumi.co.jp/news/2025/nw-20250704-003894.html
https://www.kumagaigumi.co.jp/news/2025/nw-20250704-003894.html
https://www.kumagaigumi.co.jp/news/2025/nw-20250704-003894.html
https://www.kumagaigumi.co.jp/news/2025/nw-20250704-003894.html
https://www.kumagaigumi.co.jp/news/2025/nw-20250704-003894.html
https://www.kumagaigumi.co.jp/news/2025/nw-20250704-003894.html
https://www.kumagaigumi.co.jp/news/2025/nw-20250704-003894.html
https://www.kumagaigumi.co.jp/news/2025/nw-20250704-003894.html
https://www.kumagaigumi.co.jp/news/2025/nw-20250704-003894.html
https://www.kumagaigumi.co.jp/news/2025/nw-20250704-003894.html

HOT-OTERAILEF 2T A4ICDODVWTEZRS

ENAILTNAZIBHIEIPESRRY =Y TRHIER L

—A T [iPhonel3®Re| L WO MEEIFELEDDH S

[ENANEF2 YT 4]
HOIOTERATHDIERELGNIEENTT

%? RayAegis Japan

© 2019 - 2025 Ray Aegis Japan, Inc. All rights reserved. 9



ENAILTNAZDELFX 2T 4058

ElEWA, AEIniE?

@ MTDE &I & 2 ZEBAH @ BEfRIC & % RHERAN - WS
Wa jamf | PROTECT for .
[J Mobile } [@R/‘\‘ SN0C J

XU T REO—HFlE L TITHBAN

FED

@ APIc& B2 tEXx 2 U T 14X

%? RayAegis Japan

© 2019 - 2025 Ray Aegis Japan, Inc. All rights reserved. 10



Jamf x Ray-SOC #E#E 7 0 —

T S| | meEmams, Jamf Pro AP £ £1T

(MDM)
l} > !‘ jamf | PRO< {L P/\\’ SOC
o @

4 )

- M|crosoft Sentlnel
p- - [ UEMEHE T 7/ RIS % FHH ] BT — FERE
l‘l

DY RZ : HighDBREA XY b
QFEBEF XM VY DERIBERICARLT:

\ J \ *yb7—9b7537497 /

Y : ye
ﬁ C\ [ mrESEM~E ]{T
4 |
e ) | B iamf | PROTECT for

w2 .
£ .
w RayAegls lapan © 2019 - ZOMQJQVI@B Japan, Inc. All rights reserved. 1




WEAPIZETTH5DH ?

ERHTITY (—HD) 70y A&

A i ZRERMNTE THNUAEND Z £ T
T4y Cl]

VT rvxs Gl %}5‘2%75*%7('3‘%?&

IL¥y b h—FiEROIRHE q]

NR7—F DR "]

EX—WLTFLRDFEHR Gl

EEL A Vi Gl

&R )

fEfEirky FPREKy b NGl SIEMHT@*%%D % I\ U jj\_ C: L/ T
EREIE A SOAR.. CAPI% 4T (—Xxdll% EHE)

SzANT LAY (BiRR) AH]
feb&# i0S 7m 774 7

*1 SIEM : Security Information and Event Management
*2 SOAR : Security Orchestration, Automation and Response

Sz .
w RayAegls lapan © 2019 - 2025 Ray Aegis Japan, Inc. All rights reserved. 12



Jamf Pro APl &> CT£ 34 H 7

GUIEtoEEBIY> K (MDMa<w> R)

O BTy akEE

: (8 sza-roms|[© Frrzewmsncss|( @ FrrzET07

|8 1A ruETYIF— || & FArzEOVS

%ED—E)#%%HE?%][@ ?—@n—apﬁ&ﬁmufé}{@ ?—an—spaﬁﬁﬁcﬁé}

L sEO-syoEERCTSE || U

(= MERERDICTE | | R 18—y MRS | |l mERETSSEEHLET | © MOMTOT L EEH |

¢

13

w RayAegls 'apan © 2019 - 2025 Ray Aegis Japan, Inc. All rights reserved.



Jamf Pro APl E> T&x 9 H ?

J f P API curl --request POST ¥
a m ro --url https://yourserver.jamfcloud.com/api/v2/mdm/commands ¥
. --header 'accept: application/json’ ¥
—\

T /\\\ /r X l:' “/ 7 :l 7 \/ I\\\ %’Ti”f&” --header 'authorization: Bearer *###xkxki ¥

--header 'content-type: application/json' ¥

(AP~ 7 TR b %3%(E) data

{

"commandData": {
"commandType": "DEVICE_LOCK",
'—75\ l\o’mz % 0) ‘j: /)\ L/ j(g% ’3 L “message”: “BEARELT=T-OT M 220y 7L % L1, AY 7 52@RBEd. &
AT LEBEAEEL TLEE0, "
I3
"clientData": [

{
"managementld": "aaaaaaaa-3fle-4b3a-abb3-calcd7430937"

© 2019 - 2025 Ray Aegis Japan, Inc. All rights reserved.
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APIRF 31 X > hTa— FOY > 7L % HERATEE
https://developer.jamf.com/

DEVICE_LOCK v
Jamf Pro API CURL REQUEST EXAMPLES
curl --request P
commandType string required DEVICE_LOCK
ot e [ f,-\.. e "accept: application/json"
PMENT resource Tor prog ) ‘authorization: Bearer **re=srss:
message string

= C""'Ti" a "content-type: application/json® \

phoneNumber string

“commandData™
" command Type'

3 @ 3
pin string b

e D 1

ENABLE_LOST_MODE 5 Ls. ]
ERASE_DEVICE >
LOG_OUT_USER ) RESPONSE EXAMPLES
w2 g
> o
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Jamf Pro®URLIC lTapil ¥ A9 % Z & TAPIDOT X Mi¥%ged R R BE
https://yourserver.jamfcloud.com/api/doc/

Jamf Pro AP| &2

Overview

mobile-devices ~
The Jamf Pro API is a RESTful API for Jamf Pro built to enable consistent and efficient programmatic access to Jamf Pro.
/v2/mobile-devices Get Mobile Device objects v}
The swagger sehema can be found here.
/v2/mobi le-devices/detail Return paginated Mobile Device Inventory records ~

Return paginated Mobile Device Inventory records

The Jamf Pro AP uses a token-based authentication. Select an authentication method and enter the required credentia

R © Parameters

Username Password
Name Description
section
array[string]  Section of mobile device details, if not specified, General section data is returned. Multiple section parameters are supported, e.g. section=GENERAL&section=HARDWARE
o Available values: GENERAL, HARDWARE, USER_AND_LOCATION, PURCHASING, SECURITY, APPLICATIONS, EBOOKS, NETWORK, SERVICE_SUBSCRIPTIONS, CERTIFICATES,
accounts PROFILES, USER_PROFILES, PROVISIONING_PROFILES, SHARED_USERS, EXTENSION_ATTRIBUTES

activation-code Default value: List [ "GENERAL" ]

o2 :
w RayAeg s lapan © 2019 - 2025 Ray Aegis Japan, Inc. All rights reserved. 16
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1. WERT /34 X DFEMIERZ IS

Jamf ProtectDi&F1 O 7' (2 & £ 41 2 UDID «1 158 % {5 - Tlamf Profll o 7 /N 4 X BIBID % BS

*1 UDID : Unique Device Identifier
TNA RZ ENT—RIZEI IR 5N BEEOHRIES

@ GET /mobile-devices/detail?section=GENERAL&filter=udid=="12345abcde67890fghij12345kimno67890pqrst"

= »
< | %8 1amf Pro

@ {"totalCount": 1, "results": [ { -+ - -+, "managementld": "aaaaaaaa-3fle-4b3a-abb3-ca0cd7430937", - - - }I}
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@ POST /mdm/commands
BODY ({"commandData": {"commandType": "DEVICE_LOCK"}, )
"clientData": [{"managementld": " aaaaaaaa-3fle-4b3a-a5b3-calcd7430937"}]}
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MASVS

Mobile Application Security Verification Standard
ENANTTVr—vary %2V 74 REHESE

Sven Schleier Carlos Holguera
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MASVS & &

OWASP .. nEw7-

ENANTTVATEF2VTAEHFDT—I 7L —A MASVS

*1 OWASP : Open Worldwide Application Security Project MOblle Appllcatlon Secunty
YT EY T TObE YT ERLS BRI EBE LAFEERFE Verification Standard
LUFTIE Open “Web” Application Security Project & Ly 5 £ #R

ENMIVORERRERY ABEELEEHEZ8 2D NV—TICH5E

MASVS-STORAGE MASVS-PLATFORM

MASVS-CRYPTO MASVS-CODE

MASVS-

MASVS-AUTH RESILIENCE

Sven Schleier Carlos Holguera

Bernhard Mueller Jeroen Willemsen @ OWASsP

Jeroen Beckers

MASVS-PRIVACY

H#t : OWASP [Mobile Application Security Verification Standard (MASVS)] (v2.1.0) & ) $&#
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Mobile Application Security
Verification Standard
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