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Security 360: Annual Trends Report
Mobile Devices
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Jamf for Mobile Feature Matrix as of 4 July 2025

Comprehensive Mobile management and security for enterprise organizations.

Data Streams
Compliance &
Risk Signaling

App Risk Onboarding Integrations
Monitoring Services & APIs

Zero-Touch App
Deployment Management

Capabilities

Self Service Shared Vulnerability Web Data Al Assistant Partner

Reporting Workflows Devices Management Protection Capping Ecosystem

Portals Jamf Pro Manager for Android Jamf Security Cloud Portal Jamf Account Jamt
: Marketplace

i0S / iPadOS i0S / iPadOS
visionOS : . visionOS .
Platforms WOS ; Android WOS Android
watchOS watchOS
Agents & Self Service app Jamf Companion app Jamf Trust app
.
Apps 2 Lo
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MDM

Mobile Device Management
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Mobile Threat Defense
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Zero Trust Network Access
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for Mobile

Mobile Devices

g rro All Devices (2792)

| Q Fitter resuts | 1-1,0000f 2,792

Name Managed I iOS Version I iOS Build Battery Level

Antcookie Managed
Antelopefree Managed
Antelopeshell Managed
Antember Managed
Anthate Managed
Antjust Managed
Antlercrocus Managed

Antlercyan Managed

Antlerlemon

Antlerroot

Antennkio
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Dec 7, 2021 - Mar 7, 2022
' .
A jamf

Executive Summary Report Security
Anonymous Report

Automatic Threat Connections
Responses Scanned Web Threats

The Jamf Security Cloud provides industry leading protection

The total number of threats The total number ¢ against web and content threats. Network activity is scanned in
<

with an automated threat connection reques real time allowing malicious or risky traffic to be blocked before

response configured. scanned by Jamf.

and more.

19.9«k 189 m

Web Threats
Detected/Blocked

it reaches the user or device. Web and content threats include
phishing, watering hole attacks, communication from C&C servers

Threat Name Detected Blocked
Password Leak 88 88
Email Leak 89125 0
Location Leak 6552 0
Username Leak 586 586
Cryptojacking 517 517
Phishing 4121 4121
Risky App Download 115 115
Spam Website 781 781
Credit Card Leak 22 22
Malware Network Traffic 13180 13180

®JAMF NATION LIVE

Device and Network Threats

Device Threats

Detected
Out-of-Date OS

2 M 8 k There are 430 devices that can be updated to the
latest OS version.

+70.8%

Device Threats

Remediated
2 5 I | I
+291%
Threats Blocked Threats Detected
I Up-to-date: 7749
11 5 k 19 4 k B Outdated OS: 430
o . .
I B This period Il Outdated Android: O
+134.1% +4.9% I Last period
1561137 5 N wilac e
Trending Global Web Threats <
Well known brands are common disguises for phishing Today 1507
campaigns, as users are generally less suspicious. Our Threat PayPal:Your account has been
Research team found the main brands used in phishing limited due to a failed direct debit
; ; ; ttempt. Please follow the link
campaigns with the tqp being Paypal and the number of f:u‘;’:/’f,hmlslf_:;;fpafu;mm o
phishing attacks sent in the last quarter. remove the restriction
Paypal
Pros
34
Amazon
amazon
21
— Runescape
WHESCAPE) cm—
19
Facebook
e
10
Wells Fargo (O A) ()
FARGO =
8 + OO0 O ~(
28 jamf

RIAD ') XY DRIRIED E

e
— P MI:RIAM

Device Threats
Detected/Mitigated

Requests Handled

17.58B

Threat Name Detected Remediated

Sideloaded Apps 46 46 Unique Domains Visited

Vulnerable OS 3440 2145

Configuration Vulnerabilities 421 421 91 . 6 M

Thrid Party App Stores 2 2

Dangerous Certificates 0 0]

Risky 10S Profile 2 2 Apps Scanned

Jailbroken or Rooted 0 0 1 5 1 M

Out-of-Date OS 134 130 °
App Threats

N Unique Apps Threats Detected Threats Remediated

- 6.59k 297,

T +15.2%

Risky Apps Breakdown

This chart showcases the risk level that your
apps present, based on the features that
Miriam extracts and calculates.

&
+126
1400
1200 @J
+48
1000
800 a
+4
600
400
200
0
Low Medium High

I I 1 3 5 I I I This period
+133.6% I Last period

Zero-Day Phishing

MI:RIAM identifies and blocks zero-day threats, that never been encountered before, preventing them causing damage.

These are the most recent phishing threats from around the globe that have been categorized by MI:RIAM.

Date

URL

Phishing Score

07:45 Jun 2020
06:39 Jun 2020
05:37 Jun 2020
05:37 Jun 2020
05:37 Jun 2020

Popular Apps this Period App Threats

—_— Detected/Blocked

Apps Installs Threat Name Detected Remediated

Outlook 412 Spyware 28 28

Teams 289 Potentially Unwanted 242 88

Jamf Pro 230 Adware 18 13

Wandera 188 Banker Malware 0 0

Adobe 121 Malware 4 3
Ransomware 0 o
Rooting Malware 1 1
SMS Malware 0 0
Trojan Malware 4 2

28 jamf

paypal.com.login.limited-account.goodhost.co.za

www.secure.runescape.com-qqy.best

secure.runescape.com-qqy.best

account.amazon.com-secure.unblocking firstgroup

secure.runescape.com-qqy.best

App

92%
90%
90%
94%
90%

»m around the world, including entirely new and recently updated, to identify potential
he most recent apps that were identified on offical app store, many of these apps have

Downloads

Delivery Huntress Free

Learn Foreign Language Exchange Chat & Meet YoMe

YesMovies 2021 - Series, Filmes e Animes

iClean - Clean Master, Phone Cleaner

SonyLiv - Live TV Show & Movies Guide

1K
5K
10K
2K
100 K

28 jamf
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