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BEMUEIEEERERK MBS EENEEMHIMESEMA2R °

RASEBEARBRINEL » FERMCFEABERRALCED

EBEEE—F - SEFERME (BLEEAF]) BEEVNTE

51 o 2AM » BN EIENEHBERAIENERE (authentication) £

12H# (authorization) ° EEFZFAFEAENHAEDKER
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ZEELEE2EENZOES » HBRY [NMEE EREHAER
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https://www.jamf.com/resources/e-books/identity-management-for-beginners/
https://www.jamf.com/zh-tw/resources/e-books/zero-trust-network-access-for-beginners/
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EHMN (BABEIEAF) BEFE > BMPENLDBBERSE
(Authentication) EE#S#E (Authorization) BIZEE > IR7F:E
PRI EEBERAEIRFEERE—F A (SSO) ©

HREEERENG ZARS » BEHAIRERBE SAML
(Security Assertion Markup Language) #4&& OIDC (OpenID
Connect) HY OAuth ° EMERANBEREL > LR ERE
EBEERECERE » BEBA IdP (B2RMEE) » WERA
BIH MRS L ZIRENEREBREN G 7 - IREBTE Active
Directory F{EFEi@ Kerberos » M HIREMBFZHEUUZEE ©


https://www.jamf.com/resources/e-books/identity-management-for-beginners/
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EREEIENMAEES {E£{EHH SAML B OIDC/OAuth
ER:BARTERS > IRFEBHKER
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18 ARHESRENED » WEEMIRTREEENERESER
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EILEEREEER (Native Apps) FF S EENNER o ) ZIRFS S ESH 1dP FHE
OIDC £ OAuth $5ER(ER » AT4EREEREI JWT (JSON Web Token) E"‘J SAML Assertion (EiE) =X
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MIIET 53 585E © RIBEAF]

YU T E—{E SAML Assertion BYEEH -

<?xml version="1.0" encoding="UTF-8"7?>

<saml2p:AuthnRequest xmlns:saml2p="urn:casis:names:tc:5AML:2.0:protocol"

AssertionConsumersServiceURL="https://[servername].jamfcloud.com/s

aml/sSso"

Destination="https://login.microsoftonline.com/[tenant]/saml2"

ForceAuthn="false"

ID="a4a%efd7a384732928bf1bdbg2afab3"

IsPassive="false"

IssueInstant="20.1-04-02T16:30:58.826Z"

ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings :HTTP-POST"

Version="2.0">

<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.08:assertion">https://[servernam

e].jamfcloud.com/saml/metadatac</saml2:Issuer>

</saml2p: AuthnRequest>

BneEEZR > UTHIZE—E OAuth Token EIEEH :

"app_displayname": "My Sample 0IDC App Name',

"appid": "2520beb2-535e-4e42-bf70-1d4cd5429551",

“appidacry Mo,
"family_name": "Lastname",
"given_name": "Firstname",
"dtyp™s "user",

"ipaddr': "52.205.5.188",
"name": "Firstname Lastname",

"oid": "0fa4b783-1cB0-4765-b40d-c2b72deB3073",

"onprem_sid": "S-1-5-21-1861720204-2608728089-2580082577-1523",

"platf": ngn :
"puid": "100320004CDFC4DB",

"rh'": "0.A04A2rA -GiB-Uuv8iVxxowOALK-ICVeU@JIOVv3AdTNVCLVEQADS.".

AR EEREDES > WIFTTEERY Token £

0!
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https://www.jamf.com/zh-tw/products/jamf-protect/
https://www.jamf.com/zh-tw/products/jamf-connect/
https://www.jamf.com/zh-tw/products/jamf-protect/
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&

BEAERERE T RBE A T REZRASEERE
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HEN/NRSBRIN EERTHH K8 ERRARERERR -


http://www3.weforum.org/docs/WEF_Passwordless_Authentication.pdf
https://support.apple.com/zh-tw/guide/security/sec067eb0c9e/1/web/1

H—REHR IR MFA 2 FIDO (Fast Identity Online) » ER—&
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https://developer.okta.com/docs/reference/api/authn/
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https://www.jamf.com/zh-tw/solutions/zero-trust-network-access/
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https://www.jamf.com/zh-tw/products/jamf-pro/
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https://www.jamf.com/zh-tw/products/jamf-protect/
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/jamfsoftwareaustraliaptyltd1620360395539.jamf_protect?tab=overview
https://azuremarketplace.microsoft.com/en-us/marketplace/apps/jamfsoftwareaustraliaptyltd1620360395539.jamf_protect?tab=overview
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